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ABSTRACT

Shopping is often a process that requires morenpigrand frustration than it should. For exampthe: i
one household a family member decides what shoallddught, but another does the actual shopping.
This can lead to items being bought that shouldnd vice versa. The Cellphone Shopper system seeks
to make shopping easier by solving problems liks. tBy allowing users to specify what they wish
bought and where, and other users being able to amel buy these items while on the move, it is kdope
that shopping will no longer be a source of frustra This report details the design of the Celipho
Shopping system, as well as the implementationt@stthg of the backend component.
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1. Introduction

1.1 Problem Outline

Grocery shopping can be a burden, especially uasins where one person decides what must be
bought and another does the actual shopping. Séthe problems encountered while shopping are:

 Difficulty in sharing the shopping list — what Isetlist written on and where is it kept?
» One person adding something to the list and anetbadering who added it and why
» Going shopping, only to realise that the shoppisighias not been brought

* The buyer not knowing which brand of item to buy

» Co-ordination: who does the shopping and when?

* When the buyer gets to the store, they do not kwbwere items can be found and spend a long
time wandering around the store looking for them.

The key aim of this project is to make grocery ghog easier by using technology to aid the process.
This does not mean that technology will be usedutmmate the shopping process entirely; rather, the
aim is to use it to provide a tool for shoppersise to make shopping simpler.

Two types of communication technology are usedulzel telephony and the Internet. The goal is to
allow a household to share and manipulate a shgpisinstored on a central server via a Web intarfa
or a cellphone. The typical use case is that of use creating the shopping list for the current dia
week, while another can then view that list whesytho shopping. If any changes are made to the lis
all the users can see them. This system will bermedl to as the Cellphone Shopping system.

1.2 Solution and Division of Work

The Cellphone Shopping system is split into threeagonents: a Web interface, a mobile application
and a server component managing the data for othese. Marc Pelteret will be implementing the
Web interface, which allows users of the systermémipulate and add shopping lists, as well as more
complicated features that cannot be done on thdlenmiterface. Tshifhiwa Ramuhaheli implemented
the mobile application which allows users of thstegn to view and manipulate shopping lists while on
the move. Finally Graham Hunter implemented theresecomponent that dealt with integrating the
interfaces and maintaining persistance of dataeGbhelow is a high level overview of the system.
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Fig 1. System Overview

1.3 Report Outline

This report deals with the overall system developnevith specific attention paid to the backend
component. In the next section the backgroundalitee relating to shopping behaviour will be exptbr
as well as similar systems and technologies thaldcbe used. In section 3 the software methodology
used and the design of the system will be outliagdvell as the proposed implementation. Section 4
describes the testing methodology used to evathatsystem, and a discussion of the results olataine
Section 5 will summarize the project along with teesons learnt. Finally Section 6 will conclude th
paper with possible future work.



2. Background

2.1 Shopping Behaviour

The design of the system relies on how people kelaa shopping environment, what functionality
would be used and where. Based on a user studyaseeenmon shopping behaviours are determined
[15].

There exist two kinds of shoppers, those who maketah lists and those who make physical lists.
Those who keep physical lists tend to carry it logirt person. Some occasionally leave the list e th
shopping cart. Many of those who keep physic#s lmark off items as they are bought, showing the
need for interaction between the shopper and liseiiShoppers who keep mental lists rely on brogsi
behaviour to remind them of what items should beghd.

Shopping typically involves three phases:
* Pre-shopping phase which is where the shopper ptags shopping and creates a list.
* Shopping phase where the person is choosing tms.ite
» Checkout phase where payment is made.

Shoppers often pick up items or otherwise use thaids while shopping.

Even though mobile phones are used more oftenRiaks, the size of a PDA was preferred over that
of a mobile phone for use while shopping.

Shoppers tend to visit the same shop often anawdlhe same route.

2.2 Related Systems
Systems that are related in some way to the propmse are discussed below.
2.2.1 Similar Architecture

Listed below are example systems that deliver ttatther a Web interface or a mobile interfacagsi
a client/server approach.

2.2.1.1 Google M aps

Google Maps is a Web application that allows onei¢ev road maps through a Web interface [11], as
well as a mobile interface [12]. This applicatidioas the user to view real-time traffic, get ditieas
and search for locations. Using SMS mobile clieares limited to searching maps by text, but using a
mobile application the client can view maps graplyc communicating with the server through the use
of WAP. Much like the Cellphone Shopping systenmo@e Maps interacts with both a Web and
mobile interface to provide information to userfieTdifference is that the system does not deliver
personalized information.

2.2.1.2 Google Calender

Google Calender is a similar application to Goddlaps, but provides functionality for creating and

maintaining personal and public calendars [13].rEvean be added by using natural language such as
"Brunch with mom at Java Cafe 11am on Saturday'ichvis then parsed. Users can choose to receive
SMS or email event notifications on their mobilevide. Calendars also can be shared between users,



allowing multiple people to edit the calendar depieg on the access rights. The application can be
accessed through a Web browser or a mobile det@oegle Calendar is very similar to the Cellphone
Shopping system, architecturally and functionalyallows the management of a list through similar
interfaces, provides personalized information atsl lisers collaborate on a single list.

2.2.2 Similar Shopping Systems
Systems that deal with providing shoppers sentizé®Ip them in the store are discussed below.

2.2.2.1 Easi-Order

The Easi-Order system works by using PalmPilotsréate a shopping list, then sending that shopping
list to a store and having the items pre-picked.[I#e system can pre-populate the shopping listus
based on the user’'s shopping history, as well & &Gimpulse buy” suggestions. The store’s products
are electronically stored in a product index itegaries and using a barcode scanner on the Hals\Pi
products can be entered into the list by scanriieg barcode.

This system is similar in allowing shoppers to tgeand manage shopping lists. The difference is tha
each user has a separate list, whereas the CedBloopping system allows multiple users to have one
list.

2.2.2.2. U-Scan Shopper

The U-Scan Shopper system involves a monitor battached to a shopping cart handle which can
display promotions when the shopper is near ceitamns [16]. Additionally a bar code scanner islom
shopping cart allowing the shopper to scan itemshfemselves and pay at an automated station.lyinal
the system automatically generates a shoppinfplisgach shopper based on their shopping histatty wi
that store, viewable on the monitor.

The similarity of this system is that it allows thleopper to view their shopping list while shoppifbe
difference is that the U-Scan system automatiggdiyerates this list, whereas the Cellphone Shopping
system allows the user to create their own.

2.2.2.3. M obile Shopping Assistant

The mobile shopping assistant is a system develapatiow shoppers to access Web services that are
published by the store by using their mobile devi¢2]. Some of the services available allow the
customer to create a virtual shopping list, recqgix@motions and view a floor plan of the shop. The
mobile devices used were normal mobile phones ngniai J2ME application. The mobile devices
communicate with the Web services using SOAP messa;ching and compressing the messages for
quicker data exchange. Some of the problems ofilencbmputing that this system tries to overcome
include:

+ Unstable network connection status.
* Limited bandwidth of mobile communication channels.
* No efficient XML parser.



Some of the problems encountered in developmentdeclocal cache management on the mobile
device, pre-fetching data from the Web serviceg dansistency and data conflicts.

In summary, there are many systems that have dasimichitectural design in having a Web and
cellphone interface connect to a server, and asfgstems that deal with providing services to shoppe
in stores.

2.3. Middleware

Middleware is a software component that sits betwtbe network operating system and an application.
It facilitates communication and management of riisted components in a network [10]. The
following are examples of middleware.

2.3.1 Java Remote M ethod | nvocation

remote method invocation allows remote Java objedie invoked from other Java virtual machines or
remote hosts [6]. RMI has been in the Java SDKesirarsion 1.1 and is used to develop distributed
applications in Java. The benefit of using Java R#/ithat it requires no additional libraries or

modification of normal Java applications. One dragk is that the client needs an open port to
communicate, which is not available if the servas h firewall. Compared to Web services, using RMI
is significantly faster, if there are open ports dommunicate in terms of network and hardware
performance.

2.32XML-RPC

XML-RPC is a way to make RPC-style function callsat machine over a network [10]. XML-RPC
communicates through the HTTP protocol using XMLseages. The benefits of using XML-RPC is to
have:

* An easy to implement standard.
» Discoverable services.
* Messages that can go through firewalls.

XML-RPC is different from other RMI protocols asdbes not need stubs generated beforehand [7].
Instead primitives are used to construct requests get responses. XML-RPC does not marshall
arguments as all data is sent as text.

2.3.3. Web Services

Web services refer to an application componentdaatbe accessed over the Internet and used rgmotel
Web services use XML and HTTP as these are intembjee standards [1]. Any computer that can
communicate via HTTP can use a Web service. Théerdiice between Web services and its
predecessors is that it uses the SOAP protocobmonminicate, has an interface defined using WSDL
and is discoverable through the Universal DesaiptDiscovery and Integration (UDDI) service. The
benefit of using Web services is that of interopéity between different platforms such as .NET and
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Java. A set of APIs for Java are available thatlmamnised to implement a Web service, called tha Jav
Web Services Developer Pack. One of these is tha A& for XML based Remote Procedure Call
(JAX-RPC), which makes implementing a Web servicglar to creating an RMI remote object. Web
services differ from RMI in that they are executeda Web container as servlets. The Web services
classes can be converted to servlets or a seraietlér can be used to forward requests. Compared to
RMI some of the features that Web services do aweéhinclude:

» Using object references.

» Distributed garbage collection.
* Dynamic class loading.

* Remote object activation.

Web services have decreased network performancgarech to RMI, due to the overhead of using
SOAP. Using SOAP messages, XML needs to be sexthbnd de-serialized, whereas RMI uses binary
serialization.

Each middleware provides different functionalitydanvarying degrees of interoperability depending o
how each sends and receives messages. An overi/ib& message structure different middleware uses
is discussed next.

2.4. Communication protocols

As bandwidth is limited when communicating with mielxrlients, the messages each middleware uses
should be minimal in size.

2.4.1 SOAP

SOAP requests consist of a header and a body. Gt ¢ontains the XML request object, while the
header has information not required for the reqi@stGiven below is an example.

<?xml version="1.0"?>
<soap:Envelope xmins:soap="http://www.w3.0rg/20Q1sbap-envelope"
xmins:m="http://www.uct.ac.za/shop">
<soap:Header>
<m:|D>1234</t>
</soap:Header>
<soap:Body>
<m:GetList>
<m:ListNamee>Example</m:ListName>
</m:GetList>
</soap:Body>

</soap:Envelope>

Fig 2: SOAP Reguest message.
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The SOAP protocol was not designed for wireless mamnication and does not consider the limited
resources that a mobile device has [8]. SOAP ieigdly used over HTTP and TCP, which has the
following limitations :

» Congestion avoidance in TCP assumes packet losségeause of congestion - in a mobile
network this could be due to disconnections instead

* Using TCP requires a connection to be establisiesajting in increased overhead as
acknowledgement packets are sent.

* The Network is not utilized well as a SOAP mesdhge carries only a small amount of data will
still require a connection being initialized.

By using client side caching and compressing thAB@essages the performance of mobile clients can
be significantly improved by up to 800%.

242 REST

REST uses standard HTTP GET requests to make twalls Web resource [6]. The Web Server
managing the resource will parse the URI and deleale to handle the request. The parameter data is
included as HTTP request parameters. The protedbki simplest but relies on the HTTP protocol.

GET /List?ListName=Example HTTP/1.1
Host: www.uct.ac.za

Fig 3. REST request message.

243 XML-RPC

XML-RPC is verbose compared to non-XML protocokeIREST [9], but uses fewer bytes per message
than SOAP. A request message that passes onerirlgelfi8 bytes, of which 41 bytes are used to mark

up the integer parameter. Compression can be usethese messages to reduce the size. Another
drawback of XML-RPC is that retrieving data usinfath can be complicated as the elements are not
named semantically [6].

<?xml version="].0" encoding=
"ISO-8859-i"?>

<methodCall>

<methodName>act. GetList</methodName>
<params>

<param>
<value><string>Example</string></value>
</param>

</params>

</methodCall>

Fig 4. XML-RPC request message.

The protocols differ in how many bytes each messeggels to be, with REST requiring the least, and
SOAP the most. XML-RPC lies in the middle, but regs complex parsing.
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2.5. Web Servers

The choice of what Web server software to use gomant as it must support whatever middleware is
chosen, as well as being easy to maintain and adigvet.

2.5.1. Jakarta-Tomcat

Jakarta-Tomcat is the Apache Software Foundatiprogect for handling servlets and JSPs. A serglet i
a program that is executed in response to an HE@Rest and returns an HTTP response [5]. Servlets
are object classes and are run inside the JavaaViMachine, which means servlets can run on many
operating systems. As the software runs Javaoivalthe use of Java-RMI as well as Web services.

2.5.2 Microsoft Internet I nformation Services

Microsoft Internet Information Services (lIS) is \Web Server built into the Microsoft Windows
framework that can handle Web services and Wehicgtioins developed in ASP.NET [18]. As IS does
not support Java, Java RMI cannot be used. Wheelajgng Web services in ASP.NET many of the
details such as creating WSDL documents, creatiegSOAP messages and Web Discovery Service
File are done automatically by Visual Studio .NET]|

Summary of related work

Shopping behaviour has been explored in user stidifore. Shoppers either keep a physical listlgr r

on the shop environment to remind them of whatuy. Meaning that a shopping system should offer a
list management service and the ability to vievoarfplan of the shop with items listed. Shoppiag c

be divided into three phases: a phase where thgpshaecides what to buy; a phase where they choose
the items at the shop; and a phase where theyqguapé items. The shopping system should provide
different services at each stage. Shopping invalvedrequent use of both hands and constant attent
therefore the system should be fast to use asaselsable by one hand only.

Based on this the Cellphone Shopping system indititke following in the design:

» Allowing the users to view and manage shopping kst the Web interface before shopping and
on the mobile interface during shopping.

» Users can view a floor plan of the shop as wetlesign their own.
* Items can be labeled as bought, either while simgppi afterwards by both interfaces.

* The cellphone interface was designed so that th&t mmmon action at a certain period, for
example buying an item, had the least amount dbhudresses.

In terms of similar systems there are many thathagle a mobile and a Web interface to show data. Fo
the mobile interface multiple communication protiscecan be used such as SMS for simple text
response/request messages or a mobile applicatbruses GPRS to interface with the server. Systems
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that focus on providing mobile services while shogphave been implemented before. Some
automatically generate a shopping list based omique purchases, while others allow the shopper to
create and manage their own lists. One used a HatnalB a mobile device, another a custom device
attached to the shopping cart and finally one w@setbbile phone. Neither system had a Web interface
providing similar services that the mobile deviah The problems highlighted in developing these
systems involved those related to mobile computiMpbile devices have unreliable network
connections, limited bandwidth and a limited XMLrgar. Some systems use client-side caching of data
and compression of the messages used to incredsenpance. In the implemented system the mobile
client did use client-side caching of data, as waslsending updates in batches.

Two middleware choices were covered, Java RMI whitbwed a normal application to communicate
remotely with another, and XML based Web Servicég&lvrequires a Web Server. Performance wise
Java RMI uses less network bandwidth due to thetshmessages and less CPU resources because of
not needing to serialize and de-serialize XML mgesaThe drawback is that it is less interoperable
than Web Services as the clients need to be ablstdava code. The choice of middleware is impbrta
due to the limited resources the mobile client kisng tomcat as a server allows the use of Javg RM
Web Services and normal Web Applications, wheresiagullS without Web Services drastically
reduces interoperability.

What was chosen for the project was the use of 8TRliEased Web Service, due to its simplicity and
minimal message sizes. The Web Server used wastddikancat as it allowed the use of Java which
the developers were familiar with.
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3. Design and Implementation

3.1. Design Motivation

Other Web based shopping systems have been implethéefore but the design focus was on

providing a system specific to a shop that boubhtitems for the user. Similar mobile-based systems
have been implemented overseas and been succdsghiighting a potential need for a shopping

system in South Africa.

This is supported by the background research deh&h shows that shoppers do have a need for a
system that would aid in shopping. The ethnograpegearch done suggests that the focus for the
mobile component must be ease of use. The Welslsiteld then allow the more time consuming and
harder functions to be done while the user is hopping. The backend component is then necessary to
integrate the two. The communication protocol usetiveen the components should be minimalist due
to the mobile device’s low bandwidth.

3.2. Software Patterns

Software patterns provide proven and tested axthite designs that take into account issues ndilyea
apparent. Using applicable software patterns is thgortant to reducing errors in the project. The
software pattern used for the Cellphone Shoppistesy is described below.

The Model-View-Controller framework divides an apption into three parts, the model where the core
application is, the controller which directs thewl of the actions, and the view which handles
presentation [3]. In this system the Web and matiéeice interfaces would be the View, the Controlle
would be the Web API that links the Web and mobjpplication inputs to actions that the component
handling the data will perform. The model respotamput from the controller, returning data frohet
database or changing the state of the view depgruirthe business model. The benefit of this mdel
that individuals can develop each component seggrat

3.3. Software Model

The software model used throughout development amaagile method. Agile development methods
involve multiple iterations and the use of prot@ypwith the focus being on quick development. This
addresses the problem of requirements changings il system is still in development. Agile methods
also emphasize the use of small teams and faeeéocbmmunication, suitable for this system.

The specific agile method used was Feature Driveseldpment, which focuses on a model driven
short iteration process. The first stage is to bgwvan overall model of the system which definss it

scope and context. This model is comprised of donaaéa models relating to specific areas of the
system.Once this is done a list of features istified, each taking no longer than two weeks to
implement. Once the features have been detailedl@@went is planned around implementing the list.
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Once a feature is implemented it is tested thorpugfhe system had two iterations, with a feature
gathering stage at the start of each. Shown bed@wepresentation of the method.

Design by Build By
| Feature Feature

Build
Features
List

Develop
Model

Plan by
Feature

L—

Repeat

Fig 5: Feature Driven Development Lifecycle

3.4. User Requirements

3.4.1. User Interviews

To establish the features the user wanted, int@ssiere conducted using non-expert users with
differing shopping behaviours. Users were askediatheir shopping behaviour, what they would like
from a Cellphone Shopping system and whether theyldvprefer to use a mobile device or a Web
client. From this preliminary study, features wexéracted which were used to develop a prototype.

3.4.2. Prototyping

Based on the initial features a prototype backeas #@eveloped to test what technology should be used
in the system. This was an evolutionary prototyph whe final system building on it. The prototype
consisted of a Tomcat Web Server providing a SOAEbVBervice that interacted with a mySQL
database. This helped to determine what features passible and their implementation.
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3.5. Overview of Features

Based on the user studies done the features tblatceanponent supported in order to meet the system
requirements can be divided into several categories

3.5.1. List management

Features that fall under List management deal evigiation or deletion of a list as well as modifyeogd
maintaining a list’s settings. As such the systeppsrts the user adding multiple lists, deletindtipie

lists and changing the settings of a list sucthadist name, the access rights that a user haslistrand
the default shop associated with the list.

3.5.2. List

Features that fall under this category have to db adding or deleting items from a list, beingeahb
represent the list in some way, and able to supfifidrent types of lists. Specifically the usencadd
an item to a list or edit an existing one. An iteas attributes specific to the list it is part wamely:
guantity, the shop it should be bought from, anam@t note attached it, whether it is a privatenitend
only viewable by the user who added it and whetthisruncertain if the user wants it. Additionatlye
user can either delete an item, where it is remdrad the list and added to deleted items, or chetk
an item, where it is removed and added to preienss.

The list allows different ways of being presenteither alphabetically, by a predefined shop layout,
by item category. Special types of lists are suggobra favourites list, previous items bought, atév
items and deleted items.

3.5.3. Shop layout

The system allows shops to have a layout define¢hfem, either generated by an administrator oa by
user. Each user can only have one layout per shop.user is able to construct the layout using the
website and then sort the items on a list using it.

3.5.4. User preferences

The system stores certain information about udeash user will have a unique user name chosen by
them which is used to login via the Web site ofpteine along with their password. The password is
transferred in an encrypted form such that the éadlcannot reverse-engineer it to plaintext.

Personal details about each user is stored: tingimame and surname, their email address anddbki
phone number. Each user also has a list of trustets that they have added who they can gransscce
to their personal lists.

3.5.5. Reminders
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Users are able to set reminders to pay items likkiéybills that need to be paid. Reminders widve a
name, a description and the date that it is duegowell as a notification period how long befdne t
date the user must be notified. The reminder cem la¢ added as an item, appearing on every listeof
user except for favourite and previous item. Ther wgill have the option of removing the reminder,
which will also remove it from any lists it is part

3.5.6. Notes to others
The system allows users to send messages to cdey wsing a gateway service, such as SMS or email.

3.6. System Overview

In order to implement these features the Cellplimapping system was divided into three components:
the Web-based user interface, the mobile devicéicapipn and the backend server component. The
components were loosely coupled in such a way finaire of one should not stop another from
fulfilling the requirements. Communication betwesach component will be achieved through HTTP,
with the responses from the backend in XML.

3.6.1 Technologies Used

The implementation of the backend has three layeyghe system relies on long term storage of data,
database was used. MySQL was decided upon asaitfise and stable database server which has
performance comparable to other commercial produgth as Microsoft SQL Server.

As the backend needs to support both a Web ineedad a mobile client it was decided to provide a
REST based API that would be accessible throughFHGET and POST requests from either interface.
This was achieved using Java servlets to managge Edsponses are returned in XML, which can be
parsed by both interfaces. Compared to SOAP basbdservices the interfaces can make calls farreasie
using URL encoded data, fewer bytes are used ih esEssage which impacts the mobile client as
bandwidth is limited, as well as providing the gesa degree of interoperability with both interface
accessing the API in the same manner. To suppisrfTttimcat was chosen as the web server as it has
good support for Java servlets.

In order to implement the business logic of theesysanother layer between the database and the Web
server was used where POJOs held the data andtfvmsarequired by the interfaces. Persistanthen
system will be handled manually, as a persisteraeager would increase the system overhead and was
seen as unnecessary given the scope of the project.
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3.6.2 Database Layer

The database was designed as described belowsiRhdiagram. A detailed overview of the database
will be given afterwards.

Users 1—
PK,11 | Userld Lists LinkListToltem
PK,I1 | Listid -
UserName :;E’:;E; ﬁ
Bserzass'\llvord ListsName .
serEmai ListAdded —] Note
UserCellphone |4 ListUpdated DateAdded
sessionldent 12 Owner Private
DefaultShop Uncertain
ListEditType FK3 Shopld
ListUserChanged Quantity
TrustedUsers T
PK,FK1,11 | Userld LinkUserToList
PK Ir o PK,FK1,11 | Userld
PK,FK2,11 | Listl ltems
PK Iteml
AccessRights
ItemName
ItemCategoryld
Reminders . FK1,I1 | Userld
- LastUpdated
PK,I1 Reminderld Shops
ReminderName PK,I1 | Shopld
ReminderDescription
ReminderDate ShopName |\ g—
ReminderPeriod LastUpdated
FK1,12 | Userld FK2 | Cityld
ItemlId FK1 Suburbid
ShopLocation 7
Categories
PK | Categoryld
4
Cities Suburbs | CategoryName
PK - PK Layouts
PK | Layoutid
- CityName - SuburbName PK |[Userld
Layout
FK1 | Shopld

Fig 6: ER Diagram

Overview of the Database

Users. Each user needed to be represented uniquely isydtem, which this table is necessary for.

UserName and UserPassword are used to authentlvateiser to the system; UserEmail and

UserCellphone are used to send messages betwesn Siessionldent is used to determine the last
time the user was logged in, in order to determahat notifications they should be sent. Users has a
many-to-many relationship with Lists, Shops andsted Users as well a one-to-many relationship
with Items, Reminders and Layouts.
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LinkUserToList: This table provides a many-to-many mapping betwesans to Lists, as one user
can have many lists, and a list can have many esets with different access rights.

Lists: The Lists table stores the attributes specific listasuch as the name of the list, and the date it
was added. ListUpdated is necessary to deterrhanbst was updated, with ListEditType specifying
how it was updated and ListUserChanged which u$emged it. Lists has a many-to-many
relationship with items and users.

LinkListToltems: As a list can have many items, and an item can maary lists this table
provides a many-to-many mapping between the twae itém attributes that are specific to its
inclusion in a list are included here, such as gtyaand the shop it should be bought from.

Items. This table describes the item attributes that atespecific to a list, such as the name, the
category it belongs to, and the user that addethis table has a many-to-many relationship with
Lists, a many-to-one relationship with Users amhe-to-one relationship with Reminders.

Shops: This table will store the shop name, location am@mvit was updated, as well as providing a
link to a city and a suburb. Shops will have a memynany relationship with Users, a one-to-many
relationship with Layouts and Lists as well as ayr-one relationship with Cities and Suburbs.

Layouts: Each layout is shop-and-user specific, with one wsdy allowed one layout per shop.
Layouts will have a many-to-one relationship witkels and Shops.

TrustedUsers: This table stores the trusted users that a usemligsone user having many trusted
users and vice versa.

Reminders. Reminders stores the attributes specific to a rdaerinwith one user having many
reminders and one reminder having one user. Asnander can also be linked to an item, itemid is
included as a foreign key.

Cities: The Cities table will not be edited by the user byitan administrator. Cities has a one-to-
many relationship with Shops. Cities will have &4a-many relationship with Shops.

Suburbs: The Suburbs table will not be edited by the usdérdyuan administrator. Suburbs has a
one-to-many relationship with Shops.

Categories: The Categories table will not be edited by the meérby an administrator. Categories
has a one-to-many relationship with ltems.
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Caching and Buffering of Queries

mySQL allows the use of caching database queriesshwimproves performance. The decision was to
not use caching during system use as tables welategh too often for this to be of use. Buffering of
queries, where the result set of a query is storeal temporary table to free up table locks while t
result is being returned, was handled automatitslithe database optimizer.

Connection Pooling

Connection pooling refers to a technique wheretiyead requests database connections from a pool of
already created connections. Each thread usesreecton exclusivly while it holds it. Once a thread
has completed a transaction and the connectiatigsit is returned to the pool where other threcats
utilize it. This increases performance as connastioeed not be created everytime, while being threa
safe. Connection pooling was used in the systemh, apool size of 500.

Indexing

An index is a data structure that increases thedspémost operations. Indexes which have beereattea
from columns allow faster random lookups, whileuieigg more disk space on the server. The primary
keys in each table were automatically indexed: Ildsdristld; Itemld;Shopld and Reminderld. The
foreign keys in each table were explicitly index@tiese were the variables used for select and epdat
gueries. The tradeoff of using indexes is thatrinsetements would be slower due to the indexdein
updated, which is why Itemld was not used as aaxrlie to the large amount of inserts being done in
that table.

3.6.3. Logic Layer

The logic component comprises the Java classepdhnfrirm the business logic of the system. Java was
chosen as it is the language that all involved hheanost experience with. The attributes of edabsc

is taken from the corresponding database reprasamntdhe following diagram details the classes
involved in the system and their relationships.
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State

)

1

-contains users

*

-belongs to a user

1 User -contains reminderReminder
List * r
1
. 1 -contains shops
1 -contains items * -belongs to a user
* -belongs to a list
Shop
Item

1 -contains layouts
* -belongs to a shop

Layout

Fig 7: Class diagram

Per sistance M anagement

When an object is instantiated, its attributesiaitéalized through the Load method that will lodte
attributes of the object from the database. Thdoise using JDBC to perform queries. The components
of the object will also be instantiated and theirad method called when the container is initialjzed
resulting in a recursive initialization. This sinfj@s persistence in that as the User class isstiper
class of the others, only one method call needsetmade by the Web API. When object attributes are
modified, saving the changes to the database witldne in a similar method by using the Save method
but this will not be recursive. Finally each clasgplements a Delete method that recursively removes
from the database the rows that refer to it, alsdcibntaining classes. Initialization is done upntr,
rather than lazily where it could be put off uritie object was requested, as in many use cases many
objects are requested in a short period of time. Sdguence diagram of this process is given below.
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Load User : : | | |
| |
Load User | : | |
|
Load Item | : :
Confirm Loaded | |
Confirm Loaded| [~ 7] : :
Load Reminder : :
Confirm Loaded |
<————————-- r-——-————-————=- ek |
Load Shop |
]
Confirm Loaded
S F—————————— b —f———_—————
Confirm Loaded
" "Save User |
Confirm Save
K<——————————— =
Delete User
Delete List
Confirm Deleted
Delete Item
Confirm Deleted
<—————————-
Confirm Deleted
L Delete Reminder
Confirm Deleted
e e e e
Delete Shop
Confirm Deleted
e ] e
Confirm Deleted — —
= e —

Fig 8: Persistance Mangement

Caching of Data

To reduce the amount of database connections mategdsystem use, objects and their attributes are
cached. This increases the amount of memory theraygses, but results in a greater throughput as a
database connection need not be made for eachstedige the User object is the super class that
contains the others, a vector is used to stordtaeference to each User instance. A soft referenas
used so that the object could be garbage colleftdte system was running low on memory. The
amount of users that are cached is limited to ®@®, the older ones being replaced by the newer.

Each User object is cached for thirty minutes oemthe user logs out, which is checked when another
user logs in or out the system. Thirty minutes wlassen as it was seen as average shopping tima that
user needs. When data needs to be accessed tlopragdpr user is searched for and if available it is

instantiated, cached and returned. To achieve ttiésyector of users is static, meaning all threaifls
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access the same object. To handle synchronicigcéor was chosen over a faster solution such as an
arraylist or a linkedlist as it is synchronized.

To support synchronicity where shared classes pdatad by different users, which will result in
inconsistencies between cached objects and thbadaaeach object checks whether the corresponding
database table was updated before returning aayslahd if necessary will instantiate the objegin.

This is only applicable for returning the objecformation as adding and deleting operations are
idempotent and do not rely on synchronicity betwelejects.

Authentication

When a login request is made to the Web API, a naere and password is needed for authentication.
When the user object is instantiated these are amdgdo the database if there is a match the objéct

be instantiated and its id returned by the Web AR system will assume from then on that any &itur
calls using that id will be valid. This reduces teed of having to send the user name and password
every time a request is made to the Web API. Toeptdhe user’s password it will be sent during the
login request in an encrypted form using MD5, whednnot be reversed. This is done so that the
backend cannot know the user’s password protettigig privacy

Session Management

Each user of the system corresponds to a Usertokjicthe last time that they were logged in updat
whenever the Login or Logout method is called. Asra might not logout the system when they are
done, sessions are closed after thirty minutenadftivity.

Access Control

Access control in terms of the rights that a userddding, editing and deleting items to a list, is
managed in this layer as well as in the Web APedayhe rights are stored in a string with each
character representing a right, with a value of 0.0Nhen a List object is initialized it loads thghts

of the user that holds it, and when an operatiaoige on the list the rights are checked.

Notifications

The notifications that a user receives are updassegd on the last time they logged in and thetilast
the lists and shops they have added have beenadpdiithe difference between the reminder date and
the current date is less than the period thenllitalgo be displayed.

Sorting

Sorting of items in a list based on their name eaiggory is done using quicksort as this is onthef
fastest algorithms for sorting with O(NlogN). Thectsion to sort the items in the logic layer ingteé
the database layer was as a result of having tobsoshop layout which required. This also has the
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benefit in that multiple requests to sort a listthy same criteria means that the already sodeddn be
returned unless it was updated.

Sorting by shop layout is done by sorting the itente each aisle by the categories contained imthe
The path that will be suggested is that of follogvihe aisle down to the end, then going back up the
next aisle. An assumption will be made that theppleo would come from the top left side of the shbp;
the entrance was to the top right the list woulddaal in reverse. ltems not in the layout are pldast.

XML Parsing

Each class overrides the toString method and pansasattributes into XML form. This is makes it
simpler for the Web layer to return results of geger This method will not recursively call the athe
toString methods of other objects. An example efrisult of this using the user class would be:

“<u id="3" n="UserName" f="Graham" s="Hunter"
e="hunter@test.com" c="083594"/>"
fig 9: User Attributes

Where id is the unique identifier of the object, ia the user's name, ‘f' is the first name, ‘s’eth
surname, ‘e’ the email address and ‘c’ the cellghoamber.

Limits
To ensure that a user of the system doesn’t owiitpdimits are placed on the amount each containe

class can hold. Each list object can contain ugQdtems and each User object can contain up to 20
Lists, 20 Reminders, and 20 Trusted Users.

3.6.4. Web Layer

The Web layer deals with communicating betweentw® interfaces and the backend to provide the
features of the system. It provides a REST-baseldtt#e® will be accessible over HTTP. Web Services
were used rather than RPC as this made integrasisier.

Web Server

Jakarta Tomcat was used as the Web server dug sapport for Servlets, as well as being open sourc
and freely available. A Servlet is an object theteives a request and generates a response. A&tServl
container, in this case Jakarta Tomcat, manageSehdets and maps the requests to them. A Sasvlet
only initialized by the container once in theirliime, where after it will service each requesa inew
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thread. Servlets are not destroyed after each seqdempared to CGl, Servlets are more efficiert tu
this, as well as allowing the use of connectionlipgo This is due to Servlets not being destroyker a
request, so state can be kept.

The server was configured to have a maximum of thB@ads at one time, and the maximum idle
threads was set to 50. Tomcat provides connecbolirg support called DBCP. This manages database
connections and was configured to remove abandomagkections when they had been idle for too long.
Additionally connections were verified that theyutw be used whenever they were requested from the
pool.

Web Service

Data is requested through GET messages, and updsitegl POST messages. In the initial prototype
communication was done using SOAP but a REST appreeas preferred as the messages were
significantly shorter and marshalling the paranseteas easier for both interfaces. Only GET and POST
messages were used as neither interfaces had stpPDELETE and PUT.

All methods are idempotent in that calling it mpiki times will yield the same result except for iadd
an item, which will increase the quantity of thatm. This makes a REST approach more applicalte as
is suitable for stateless services.

The Web Services were developed using the Sun Webelbper Pack which provides an
implementation of JAX-RS. JAX-RS is the Java AR RESTful Web Services that hides the lower-
level details of using Servlets to implement a RB8&b Service, by providing a high-level API that
allows classes to use REST specific annotatiomkefime resources and specify actions. An example of
this is given below.

@HttpMethod(value = "GET")

@ProduceMime(value = "application/xml")
@UriTemplate("User_Details")

public String User_Details(@QueryParam("Userldt)uiserld) {

Fig 10: Example RESTful Web servicéghwannotations

This example responds to the URI http://example/tts®r_Details?Userld=1. The annotations used in
this example include @HttpMethod which defines whitgtmethod it should respond to,
@ProduceMime which defines what result it will metu@UriTemplate which defines what URI it will
respond to and @QueryParam which specifies whanpaters it expects. The URI templates will not
follow REST standards which recommend not usinpv@r queryfields, as since the interfaces only
support GET and POST it can be ambiguous as tohwhgthod is being called.
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The system makes the assumption that the userenasssion to access any method in the APl without
authorization, with the exception of the user logimd delete methods which require a user name and
password. This is as a result of keeping to thielstss nature of Web communication.

Every method returns an XML response with eitherdhject information if it is a GET request, the id
of the affected objects if it was a POST requedtamerror message if an error was encountered
because of incorrect parameters.

The Web service is split into 4 classes relating/at resource they deal with. Namely UserResource,
ListResource, ShopResource and ltemResource, adth @e responding to a different URI. Each of
these will provide methods for creating, deleting amanaging their corresponding resource. A
comprehensive list of available method is giverobel

User-related Methods

Name User_Login

Description Authenticates the user to the System, updating the last time they were logged in

Type of Request GET

Parameters UserName, UserPassword

Result Returns the details of the user. “f” being the first name, “s” the surname, “e” the email address, and
“c” the cellphone number.

Errors <error id="5"> Couldn’t Login User </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_Login?UserName=Hunter&UserPassword=123

Example returned | <uid="4"n="Test" f="Graham" s="Hunter" e="test@" c=" 083354 "/>

XML

Name User_Logout

Description Logouts out an already logged in user of the system, updating the last time they were logged in

Type of Request GET

Parameters Userld

Result Returns the id of the user

Errors No error

Example Call http://[IP]:[Port)/Server/resources/user/User_Logout?Userld=4

Example returned | <uid="4"n="Test" f="Graham" s="Hunter" e="test@" c=" 083354 "/>

XML

Name User_Create

Description Create a new user in the system

Type of Request POST

Parameters UserName, UserPassword, UserEmail, UserCellphone

Result Returns the id of the new user
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Errors <error id="11"> That UserName is already taken </error>
<error id="15"> Couldnt create the User </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_Create?UserName=Hunter&UserPassword=123&UserE
mail =hunter@gmail.com&UserCellphone=05473

Example returned | <id> 10034 </id>

XML

Name User_Edit

Description Edit the details of a user in the system

Type of Request

POST

Parameters UserName, UserPassword, UserFirstName, UserSurname, UserEmail, UserCellphone, Userld

Result Returns the details of the user. “f” being the first name, “s” the surname, “e” the email address, and “c”
the cellphone number.

Errors <error id="1"> Couldn’t find user </error>
<error id="12"> Incorrect Parameters </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_Edit?UserName=Hunter&UserPassword=123&UserEmail
=hunter@gmail.com&UserCellphone=05473&Userld=3

Example returned | <uid="4"n="Test" f="Graham" s="Hunter" e="test@" c=" 083354 "/>

XML

Name User_Details

Description Get the details of a user in the system.

Type of Request GET

Parameters UserID

Result Returns the details of the user. “f” being the first name, “s” the surname, “e” the email address, and “c”
the cellphone number.

Errors <error id="1"> Couldn’t find user </error>
<error id="12"> Incorrect Parameters </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_Details?Userld=3

Example returned | <ui=4 n=Test p=123 e=083504 c=hunter@ />

XML
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Name User_AddList
Description Add an existing list to the User.
Type of Request POST
Parameters Listld,Userld
Result Returns the list id if successful, otherwise an error
Errors <error id="1"> Couldn’t find user </error>
<error id="12"> Incorrect Parameters </error>
Example Call http://[IP]:[Port]/Server/resources/user/User_AddList?Listld=1&Userld=3
Example returned | <id> 460 </id>
XML
Name User_GivePermission
Description Gives the secondUser access to a list that the first user belongs to, while adding the list to the second

user.

Type of Request

POST

Parameters Userld,Listld,SecondUserld,AccessRights

Result Returns the id of the second user

Errors <error id="14" > Couldnt add Trusted User </error>
<error id="1"> Couldn't find user </error>
<error id="12"> Incorrect Parameters </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_GivePermission?Userld=3&Listld=1&SecondUserld=4&A
ccessRights=111

Example returned | <id> 460 </id>

XML

Name User_Delete

Description Delete a user from the database, along with their lists, reminders, items, layouts, favourite shops and

trusted users

Type of Request

POST

Parameters UserName, UserPassword
Result Returns the id of the deleted user
Errors <error id="6"> Couldnt delete User </error>
<error id="1"> Couldn’t find user </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_Delete?UserName=Hunter&UserPassword=123
Example returned | <id> 460 </id>
XML

Name User_GetLists
Description Get the details of the lists that a user has access to
Type of Request GET
Parameters Userld
Result Returns the details of the lists, with the attributes: the id of the list, the id of the owner of the list, the

name of the list, the access rights the user has to the list, the name of the default shop of the list, and
the id of the default shop.
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Errors <error id="1"> Couldnt find User </error>
Example Call http://[IP]:[Port]/Server/resources/user/User_GetList?Userld=3
Example returned | <Lists>
XML <list id="6321" uid="1006" n="List" access="111" s=""sid="-1"/>
<list id="6322" uid="1006" n="Another List" access="111" s="" sid="-1"/>
</Lists>
Name User_AddTrustedUser
Description Add a user to another user’s trusted users list, given the Userld and the TrustedUserld

Type of Request

POST

Parameters Userld, SecondUserld
Result Returns the id of the trusted user or one of the errors
Errors <error id="1"> Couldnt find User </error>
Example Call http://[IP]:[Port]/Server/resources/user/User_AddTrustedUser?Userld=3&Listld=1
Example returned | <id>4065 </id>
XML
Name User_GetTrustedUsers
Description Get all the trusted users of a user.
Type of Request GET
Parameters Userld
Result Returns the ids of the trusted users or one of the errors
Errors <error id="1"> Couldnt find User </error>
Example Call http://[IP]:[Port]/Server/resources/user/User_GetTrustedUser?Userld=3
Example returned | <id>4065 </id>
XML
Name User_DeleteTrustedUser
Description Remove a trusted user from the user’s list, given the Userld and TrustedUserld

Type of Request

POST

Parameters Userld, SecondUserld
Result Returns the id of the trusted user or one of the errors
Errors <error id="1"> Couldnt find User </error>
Example Call http://[IP]:[Port]/Server/resources/user/User_DeleteTrustedUser?Userld=3&Listld=1
Example returned | <id>4065 </id>
XML
Name User_AddReminder
Description Adds a reminder to the user, given the Reminder's name, description, date (in the format dd-mm-

yyyy), period of notification, and whether it should be added as an item (0 or 1).

Type of Request

POST

Parameters

Userld, ReminderName, ReminderDescription, ReminderDate, ReminderPeriod, Reminderitem
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Result Returns the reminder id if successful, or an error

Errors <error id="8"> Couldnt Add Reminder </error>
<error id=\"1\"> Couldnt find user </error>
<error id="12"> Incorrect parameters </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_AddReminder?Userld=3&ReminderName=electricity&Re
minderDescription=PayNow&ReminderDate=05-09-2007&ReminderPeriod=5&Reminderltem=0

Example returned | <id>4065 </id>

XML

Name User_DeleteReminder
Description Removes a reminder from the user

Type of Request

POST

Parameters Userld, Reminderld
Result Returns the reminder id if successful, or an error
Errors <error id="9"> Couldnt Delete Reminder </error>
<error id=\"1\"> Couldnt find user </error>
<error id="12"> Incorrect parameters </error>
Example Call http://[IP]:[Port]/Server/resources/user/User_DeleteReminder?Userld=3&Reminderld=1
Example returned | <id>4065 </id>
XML
Name User_GetReminder
Description Get a reminder from the user
Type of Request GET
Parameters Userld
Result Returns the reminder details, empty set if none
Errors <error id=\"1\"> Couldnt find user </error>
<error id="12"> Incorrect parameters </error>
Example Call http://[IP]:[Port]/Server/resources/user/User_GetReminder?Userld=3
Example returned | <Reminders>
XML <rid="13770" n="Reminder Me" d="About This" date="30-10-2007" p="1" i="1"/>
</Reminders>
Name User_GetReminders
Description Returns all the reminders a user has, with their details
Type of Request GET
Parameters Userld
Result Returns the reminder details, empty set if none
Errors <error id=\"1\"> Couldnt find user </error>
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<error id="12"> Incorrect parameters </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_GetReminders?Userld=3

Example returned | <Reminders>

XML <r id="13770" n="Reminder Me" d="About This" date="30-10-2007" p="1" i="1"/>
</Reminders>

Name User_GetNotifications

Description Get which reminders that fall in the notification period, as well as any updates to lists or shops since
the user has last logged in

Type of Request GET

Parameters Userld

Result Returns the list details and shop details if updates

Errors <error id=\"1\"> Couldnt find user </error>
<error id="12"> Incorrect parameters </error>

Example Call http://[IP]:[Port]/Server/resources/user/User_GetNotifications?Userld=3

Example returned | <Notifications>

XML <Updates/>

<Reminders>

<rid="13771" n="Remind me" d="Update" date="19-10-2007" p="6" i="1"/>
</Reminders>
</Notifications>

Item-related Methods

Name Iltem_GetByUser
Description Get all the items and their details that a specific user has added
Type of Request GET
Parameters Userld
Result Returns the item details, empty set if not found
Errors <error id=\"1\"> Couldnt find user </error>
<error id="12"> Incorrect parameters </error>
Example Call http://[IP]:[Port)/Server/resources/item/ltem_Get?ltemld=1
Example returned | <ltems>
XML <l i=1 n=ItemTest c=CategoryTest f=1 usr=Hunter />
</ltems>
Name Iltem_Edit
Description Edit an item details.
Type of Request POST

Parameters

Userld, ItemName, ItemCategory
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Result Returns the item details, empty set if not found
Errors <error id="1"> Couldnt find user </error>
<error id="12"> Incorrect parameters </error>
Example Call http://[IP]:[Port]/Server/resources/item/ltem_Edit?ltemld=1&ItemName=Cheese&ltemCategory=Dairy
Example returned | <Iltems>
XML <l i=1 n=ItemTest c=CategoryTest f=1 usr=Hunter />
</ltems>
Name Item_GetCategories
Description Retrieves a list of all possible item categories
Type of Request GET
Parameters
Result Returns the item categories
Errors No error
Example Call http://[IP]:[Port]/Server/resources/item/Item_GetCategories
Example returned | <Categories>
XML <c id="4">Reminder</c>
<c id="5">Baby Care</c>
</Categories>
Name Item_Checkoutltems
Description Marks the sent items as bought. This will put the items on the user’s previous items list

Item ids are sent as a list deliminated by “|".

Type of Request

POST

Parameters Itemld, Listld, Userld
Result Returns the ids of the items
Errors <error id="2"> Couldnt find list </error>
<error id="1"> Couldnt find user </error>
<error id="12"> Incorrect parameters </error>
Example Call http://[IP]:[Port]/Server/resources/item/Item_Checkout?ltemld=1|2|3&Listld=1&Userld=3
Example returned | <id> 1|2[3</id>
XML
List-related
Name List_Create
Description Create a new list, setting the user as the owner and the default shop, and adding it to the user

Type of Request

POST

Parameters

ListName, Userld, Shopld
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Result Returns the list id if successful, error otherwise

Errors <error id="1"> Couldnt find user </error>
<error id="14"> Invalid List Name </error>
<error id="12"> Incorrect parameters </error>
<error id="2"> Couldnt find list </error>

Example Call http://[IP]:[Port]/Server/resources/list/List_Create?ListName=NewList&Userld=3&Shopld

Example returned | <id> 36</id>

XML

Name List_Edit
Description Edit the details of an existing list
Type of Request POST

Parameters ListName, Userld, Listld, Shopld
Result Returns the list id if successful
Errors <error id="1"> Couldnt find user </error>
<error id="7"> Couldnt edit: User is not the owner</error>
<error id="12"> Incorrect parameters </error>
<error id="2"> Couldnt find list </error>
Example Call http://[IP]:[Port]/Server/resources/list/List_Edit?ListName=List&Userld=3&Listld=1&Shopld=3
Example returned | <id> 436</id>
XML
Name List_Addltems
Description Add items to a list, where the items are defined by a “|” separated list.

Type of Request

POST

Parameters Listld,Userld,ItemNameList,
ItemCategoryList,ltemNote,ltemUncertain,ltemPrivate, Shopld,ltemQuantity
Result Returns the item ids if successful
Errors <error id="1"> Couldnt find user </error>
<error id="8"> Couldnt add: User has no permissions </error>
<error id="12"> Incorrect parameters </error>
<error id="2"> Couldnt find list </error>
Example Call http://[IP]:[Port]/Server/resources/list/List_Addltems?ltemName=New&ltemCategory=Milk&User
Id=3&Listld=1&ItemNote=1&ItemPrivate=0&ltemFavourite=0&ltemUncertain&0&ItemltemQuant
ity=1
Example returned | <id> 1357</id>
XML
Name List_AddExistingltems
Description Add Existing items to a list, by value. The items are define by a “|” seperated list of ids

Type of Request

POST

Parameters Listld,Userld, ItemldList
Result Returns the item ids if successful
Errors <error id="1"> Couldnt find user </error>

<error id="8"> Couldnt add: User has no permissions </error>
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<error id="12"> Incorrect parameters </error>
<error id="2"> Couldnt find list </error>

Example Call http://[IP]:[Port)/Server/resourcesl/list/List_AddExistingltems?ItemldList=1,2,3&Userld=3
Example Returned | <id> 1|2[3</id>
XML
Name List_Deleteltems
Description Remove items from a list, where the items are defined by a “|” separated list.

Type of Request

POST

Parameters Listld,Userld,ItemldList
Result Returns the item ids if successful
Errors <error id="2"> Couldnt find list </error>
<error id="1"> Couldnt find user </error>
<error id="9"> Couldnt delete: User has no permissions </error>
<error id="12"> Incorrect parameters </error>
Example Call http://[IP]:[Port]/Server/resources/list/ListDeleteltems?ltemldList=1,2,3&Userld=3&Listld=1
Example returned | <id> 1|2[3</id>
XML
Name List_Getltems
Description Returns the list of items, sorted by a criteria defined by OrderBy. Orderby can be “Name”, “Category”

or “Layout”

Type of Request

GET

Parameters Listld,Userld,OrderBy
Result Returns the item details if successful
Errors <error id="1"> Couldnt find user </error>
<error id="2"> Couldnt find list </error>
<error id="12"> Incorrect parameters </error>
Example Call http://[IP]:[Port]/Server/resources/list/List_Getltems?Listld=3&Userld=3&0rderBy=Layout
Example returned | <ltems>
XML

<l id="13027" n="MooStars" q="1" c="" sh="" sid="-1" p="0" u="0" usr="harry" uid="1006" dt="17-10-
2007"> _</I>

<l id="25580" n="Remind me" g="1" c="Reminder" sh="" sid="0" p="0" u="0"
usr="harry" uid="1006" dt="19-10-2007"> Update</I>
</ltems>

Shop-related Methods

Name

Shop_AddLayout

Description

Adds a user layout to the specified shop. Layouts are given in the format 1s2|3|4, 2s|5|6|7,
where s represents the aisles and the item categories are represented by the “|” seperated list.
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Type of Request

POST

Parameters Shopld, Userld, Layout

Result Returns the layout id or an error

Errors <error id="1"> Couldnt find user </error>
<error id="4"> Couldnt find Shop </error>
<error id="12"> Incorrect parameters </error>

Example Call http://[IP]:[Port]/Server/resources/shop/Shop_AddLayout?Shopld=1&Userld=3&Layout=1s2|3|4,
2s|5|6|7

Example returned | <id> 327 </id>

XML

Name Shop_GetLayout
Description Returns a shop layout that the user has added

Type of Request

GET

Parameters Shopld, Userld

Result Returns the layout

Errors <error id="1"> Couldnt find user </error>
<error id="4"> Couldnt find Shop </error>
<error id="12"> Incorrect parameters </error>

Example Call http://[IP]:[Port]/Server/resources/shop/Shop_AddLayout?Shopld=1&Userld=3&Layout=1s2|3|4,
2s|5|6|7

Example returned | Layout sid="1"id="1" uid="3">

XML

<aisle id="1">
<s>10</s><5>63</5><5>72</s><s>17</S>
<laisle>
<aisle id="2"><s>8</s><s>11</s><5>13</s>
<laisle>
</Layout>
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4. Testing and Evaluation

This section will cover the testing and evaluatdthe system, specifically the backend component.
Detailed below is the test plan that will be useé@valuate how well the system meets its requirésnen
Testing will involve both white box testing, whehee test cases are based on internal structursesid
to test the different paths in a program, and blamk testing where input is given and the outpsitete:
for correctness.

4.1. Methodology

4.1.1. Objectives

The objective of this test plan is to provide acdgion of the tests that will be done to meagshee
systems compliance with the original project speaifons. These specifications include fulfillirtget
features detailed in the design chapter, handlimgudtiple users at once as well as providing alsta
and reliable system under extreme load.

4.1.2. Scope

The tests covers what was described above, witfothus being on testing the backend server
functionality and performance. The other componehtle system will be tested by their respective
programmers.

4.1.3 Hardware and Software Requirements
The Server component used in the test was:

= |Intel Pentium 4 3.0GHZ 512MB RAM
The Requester machine used in the test was:
= Intel Pentium 4 3.0GHZ 512MB RAM
These are the following software tools insilbn the test machine
= Server Windows XP with SP2 and running an Apaobmacat Server.
= Database: MySQL

4.1.4. Testing

The key areas of importance to the backend aredeBatabase integrity was checked in terms of
allowing multiple reading and writing at once. ysttesting determined that the system does
implement the required features. Business Cyctentgserifying that operations related to the lifecle

of the system is correct. Performance testing voae do test the response time of the system under a
normal and abnormal load - important for communmngatvith the Web and mobile interfaces as if the
response time is too high the requests will time boad testing was done to ensure that the systam
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handle the theoretical traffic it would receivepioduction. Finally security and access control was

tested to ensure correctness.

Data and Database I ntegrity Testing

Verify simultaneous record read accesses.

Verify simultaneous record updates.

System Testing

Verify a new user can be created - System Use
Case.

Verify a user can login - System Use Case.
Verify a user can create a list - System Use Case.

Verify a user can add items to a list - System Use
Case.

Verify a user can checkout an item - System Use
Case.

Verify a user can delete an item - System Use Case.

Verify a user can create a reminder as an item —
System Use Case.

Verify a user can delete a list — System Use Case.

Verify a user can add a layout to a shop - System
Use Case.

Verify a user can sort a list by name - System Usg
Case.

[¢)

Verify a user can sort a list by layout - Systeng U
Case.

Verify a user can sort a list by category - System
Use Case.

Verify a user can logout the system - System Ug
Case.

D

Business Cycle Testing

Verify that reminders are shown within their
notificaton period.

Verify that updates to a list or shop are shown.
Verify that reminder are deleted when they expire.

Verify that users are logged out when the login
period expires.
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Performance/L oad Testing

Verify response time for user ciaat
Verify response time for login by Web interface.
Verify response time for login by Mobile interface.
Verify response time to access items in a list.

Verify response time for sorting a list by item
name.

Verify response time for sorting a list by shop
layout.

Verify response time for adding a reminders.

Verify response time when 10 users try to access$
the same list at the same time.

Verify system response when loaded with 200
logged on users.

Verify system response when 10 simultaneous users

try to sort the same list.

Verify Memory and CPU usage is no more than
70% of the total resources available.

Security and Access Control Testing

Verify Logon security through user name and
password mechanisms.

Verify List Access control by trying to add and
delete an item without permission.

Test Strategy

Data and Database I ntegrity Testing

Test Objective:

Technique:

Completion Criteria:

Ensure multiple objects can read the same record

All database access methods allow simultaneousaafaecords

Invoke multiple database access methods simultafeasing

a test script
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Test Objective:

Technique:

Completion Criteria:

Ensure multiple objects can update the same record

* Invoke multiple database update methods simultasigasing
a test script

All database update methods allow simultaneoustepds records

System Testing

Test Objective:

Technique:

Completion Criteria:

Ensure proper application navigation, data entrypc@ssing, and
retrieval.

» Execute each system use case specified using théezface

» The expected results occur when valid data is used.

e The appropriate error / warning messages are gisplashen
invalid data is used.

» All planned tests have been executed.

» All identified defects have been addressed.

Business Cycle Testing

Test Objective

Technique:

Completion Criteria:

Ensure proper application and background procdssesion according
to required business models and schedules.

* Reminders will be added so that their notificatizte and the
notification period are such that they will show up

* Reminders will be added so that their notificatétate and the
notification period are such that they will not shop.

 Reminders will be added so that their notificatitate has
expired

» A users login time will be set so that they will logged off.

* All planned tests have been executed.

» All identified defects have been addressed.
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Performance/L oad Testing

Test Objective:

Technique:

Completion Criteria:

Validate System Response time for designated tctiosas under a the

following two conditions:
- normal anticipated volume
- anticipated worse case volume

Validate Memory and CPU usage

» Use JMeter test plan to simulate user loads angests.

* Increase the number of user making requests

» Single Transaction / single user: Successful cotigrief the

test scripts without any failures and within theested /
required time allocation (per transaction)

*  Multiple transactions / multiple users: Successtuhpletion of
the test scripts without any failures and withinaageptable

time allocation of 20 seconds.

D

Security and Access Control Testing

Test Objective:

Technique:

Completion Criteria:

Function / Data Security: Verify that user can asceonly those
functions / data for which their user type is po®d permissions.

System Security: Verify that only those users veiticess to the system

are permitted to access it.

» Create a test user account with limited accessatrthpt to
perform functions which they have no rightsTais includes
adding items to a list they don't have access étetthg items
they don’t have access to, and deleting a ligtttiey do not

own.

» Create a test user account with access to the &amoigons and

attempt to perform them

e Attempt to login with a test user with incorrecspaord

For each known user type the appropriate functidata are availabl

and all transactions function as expected

U
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Tools

The following tools were for testing the system:

Tool Version
Functional Testing Web interface --
Performance Testing JMeter 2.3
Test Coverage Monitor or Profiler JMeter 2.3
DBMS tools mySQL-Front 2.3

JMeter Test Plan

JMeter is a freely available desktop applicatioat tban simulate a heavy load on a Web server by
making multiple requests. As JMeter is muli-threhdallowing simultaneous requests of the same
method can be made. The JMeter simulation useddesased from the above stated performance
testing plan. A typical use case was constructettwimvolved: a user creating their account; loggin
in; creating a list; adding twenty items to that;liadding a shop layout; adding a reminder; sgitine

list by name; sorting the list by category andisgrit by the shop layout just added. A thread ¢amfn
200 was used with a ramp up period of 10 seconds.

4.2. Findings

Database testing showed that mySQL could perfortin good response times and allowed simultaneous
access. This was to be expected as the querigsrped by the system were only simple SELECT and
UPDATE queries, not requiring transactional segurit

System testing of the system occurred throughaaitsyistem’s development due to the Feature driven
model used. A Feature was thorougly tested befexeldpment began on another. During the final

integration period most of the remaining errorseMeiund and quickly fixed by using various use sase

simulating the user’s actions. Errors encountersdally involved a mismatch between the cached
objects and the persistent store.

Business Cycle testing showed that reminders atiications operate as expected, as well as showing
that users would be logged off after 30 minutes.

The Performance testing was done using a JMetecdss. Two of the results are given below.
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Labkel #Samples | Averacge hin [ Std. Dey. | Error % [Throuahp..| KBfsec A, By,
Create User 121 471 1] 3934 a71.02 0.00% 1.0/zec 0.o3 304
Login 114 323 1] 49349 536.53 0.00% 1.0/zec 0oy TiT
Create List 114 471 14 T0676E| 1418.20 0.00% 1.0/zec 0.01 13.0
Add 20 itermn... 2251 2490 1] T346 463,48 0.00%|( 19.0sec 047 286
Add layout 108 274 14 1922 336.18 0.00% 1.0/zec 0.01 11.1
Add Reminder 107 300 31 4924 52210 0.00%| 99.97min 0.01 14.0
Add iterm to i 105 302 1] 4611 539.58 0.00%[ 49 2/min 003 263
Checkout tem 104 1148 1] 15256 2861.85 0.00%| 4% 7Fimin 0.03 26.5
Search by B 104 416 1] 4204 B3Y.649 0.00% 1.0/zec 1.78) 179549
Search by .. 103 478 1] araz 75584 0.00% 1.0/zec 1.74) 1741.8
Search by L. 103 7h 1] 438 180.85 0.00% 1.0/zec n.o4 36.8
TOTAL 3344 334 1] 15256 7o6.63 0.00%| 27 49sec 363 1333

Fig 11: JMeter Performance Test 1

Label |#Samples| Average hdir [[E=VS Std. Dey. Error % |Throughp..| KBfsec [Awo. Bules
Create L. 200 283 1] B2 54696 11.50% 59.9/min 0.31 36
Lagin 200 163 1] 25645 322483 0.00% 1.0/zec .oy 711
Create List 200 144 14 25497 27837 0.00% 1.0/sec n.oz 156
Add 200t 4000 144 1] 7i12 33429 0.00%| 18.disec 0.50 262
Add layout 200 43 1] Ba7 490.99 14.00% 1.0/sec 0.36 361.0
Add Rem... 200 147 ) 1580 181.82 0.00% 1.0/sec n.oz 18.6
Add itern . 200 123 1] 1241 147.78 0.00% 1.0/sec .03 26.5
Checkou... 200 174 1] 1173 208.23 0.00% 1.0/sec n.o3 267
Searchb.. 200 122 1] 2534 208.59 5.00% 1.0/sec 1.80 1823.48
Searchb.. 200 137 1] 1721 23410 5.50% 1.0/sec 1.79 1819.8
Search b, 200 149 1] F41 7492 3.60% 1.0/sec n12 127.0
TOTAL BO00 144 1] 771z 31462 1.32%| 28.4isec 476 170.49

Fig 12: JMeter Performance Test 2

The response times obtained in the results doak@ into account network latency, as the machine
making the requests was calling the backend dyregis can be seen in the first figure, the average
response for a request is 334 milliseconds, wehiwiacceptable limits. The 0 obtained for a minimu
response time shows that the test machines weaiteboear each other, not taking into account m&two
latency. The highest maximum obtained in both teswlas 15256 milliseconds which was likely an
outlier given the high standard deviation in thagtihhed, while still within the acceptable rate of 20
seconds. The deviation of results was due to theeséad being increased as the test went on.tBue
the setup of the test where the number threads siendy ramped up most of the results for throughpu
were quite low, except for the adding 20 items |ogph a throughput of 19 requests per second.

As the number of threads reached 160, new datalmeseections could not be made fast enough due to
the default JVM heap size of 64MB being reachedulteng in the errors in the second figure. By
increasing the heap size that tomcat is allowesl thiheads it can support, and the number of databas
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connections performance of the system can be iseded his would result in much more memory being
needed. The recommended amount of RAM that thedmaclwould need is estimated to be around 1GB
to support a load of 500 threads. The amount of omgmequired by the system can be reduced by
having more functionality in the database layeo@sosed to the logic layer.
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5. Conclusions

The Cellphone Shopper system’s aim outlined in itheoduction was to provide a means to make
shopping easier. To find what features the systesnldvneed to do this user studies were done in
various iterations of the project. Once these festwere detailed, a feature driven developmenteinod

was used to ensure that each one was implementedssiully. The final architecture chosen for the
implementation was a REST Web service that allothedNeb and cellphone interfaces to call methods
on the server. The server used was Jakarta TonitteavinySQL database.

The system was implemented successfully with al fémmtures specified in the design. The backend
component fulfilled the initial requirements oudth in the project proposal except for performing
statistical analysis. To recap, the requirementgweat the backend should:

* Send and receive messages to/from both the moibdgace and the Web interface in XML.
* Retrieve information from the database on request ither interface.

» Translate data from the database to XML and setwddither interface.

» Perform statistical analysis on user data and pteke results to either user interface.

As to why the statistical analysis was not donés thias due to time constraints and a difficulty in
showing the results in the Web interface. In ther usterviews done this was the feature that wastle
required.

In development of the system the following problemese encountered:

* While RESTful Web services are seen as simplemfgement than SOAP based Web Services,
difficulty was had in finding any documentation standards and sample code to implement it.
The JAX-RS API that was used was just out of dgualent and was poorly documented,
meaning that trial and error was used to implentent

* Integration of the components was the hardest gfathe project. The sequence of methods
called that the Web API assumed would be used viseaht to the sequence that the interfaces
used. This resulted in some methods being mergeetlhsis new ones being made. For instance
the Web API assumed an item would be created fingn added to a list. This resulted in
problems for the mobile interface as sometimesrégeiest to create an item would fail. The
failure rate of the mobile client in sending redgasas much higher than expected, which led to
methods being created to update the databasedhdsat

* The attributes that the interfaces needed to ened were not defined specifically meaning that
the API had to be frequently modified as the irsteefwas developed.

» As REST was used there was no WSDL resource gedetatshow the methods and their
parameters. When changes to existing methods wate rar new ones added this had to be
communicated to the other members of the team.sAuree was created midway through the
integration phase that listed the methods and gagameters which greatly helped the process.

» The choice of not using a persistence manager gréwehamper implementation, as various
attributes were often added to classes frequertiigiwhad to be manually stored and loaded in
the database. This led to unnecessary bugs betated; due to the mismatch between an objects
data and the corresponding data in the databaseh Wwad to be accounted for.
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» Jakarta Tomcat needed a number of tweaks in oodaurt a reasonable amount of concurrent
threads. The default heap size proved insuffiogitlh, an optimal size not being found.

In conclusion, the choice of the technologies Far $ystem was largely correct. The Tomcat servér an
the MySQL database proved easy to integrate togethd the JAX-RS APl was well suited for working
with Tomcat. Both interfaces had no trouble in esjing resources as a normal URI was used. Initial
problems were encountered when trying to send femooded data to update the system but these were
overcome. The message sizes of each request gmmhseswas greatly reduced compared to a similar
SOAP message which was a big advantage. In fuh@emplementation of RESTful Web services in
Java will be easier due to the inclusion of JAX-RSfuture Java EE and SE releases and better
documentation being made available.

Communication between project members was vitahtegrating the components, this done through a
combination of face-to-face talks and online comimation. Communicating online was extremely
beneficial as most of the team members worked reljydiut more face-to-face discussions would have
better helped clear misunderstandings.

In hindsight the following approaches should hagerbused in implementing the system:

» A persistence manager should have been used, ispfgiHibernate should have been used
instead of MySQL. Hibernate manages the use ofgterge classes in Java while still allowing
the use of normal SQL queries. This would havedthturing development where rapid changes
where made to classes. Enterprise Java Beans baukl been used, but the overhead would
have meant that the system requirements in terrAdM needed would have been higher.

» A session token should have been generated and wivle interfaces upon login.This would be
a required parameter for access to the API, maknaye secure.

» Sorting should be done in the database layer, @®igption can be done there.

» Certain objects that used more memory than mostildhibave been lazily loaded, such as
previous lists.
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6. Future Work

If the system were to be developed further theeesaveral feature that could be included.

Statistical analysis of shopping history that wasimplemented.

Integration of the system with retail shops whégens can be bought online.

A shop route can be specified before hand, andtéhes sorted based on the route and not the
layout.

Admin system can be implemented where the admagstican add shops, cites, suburbs, item
categories and default shop layouts.

Allow the use of the cellphone camera to scan ntdmes of items: instead of having to enter
the details in manually it can be automaticallyedido the system, or checked out by scanning
the item.

The choice of which shop to buy an item from canrdm>mmended by the system, based on
previous users or prices.

Update the system to use Hibernate
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